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Background

Software-based medical devices enable fast productdevelopment cycles, constructive information sharing, and configurable therapy delivery, resulting in better patient outcomes
overall. An unfortunate drawback is that software is complicated
and difficult to maintain correctly. Devices with inadequate software maintenance may pose operational risks to network security
and patient safety and privacy. This paper describes a noninvasive
approach to medical-device monitoring that can address some of
the shortcomings of conventional approaches.
Protecting software-based medical devices from malware
infections or network-based mischief is a growing concern for
clinical engineers and healthcare information technology (IT)
practitioners. Unlike desktop PCs and laptops, medical devices
often lack support for antivirus systems or operating-system
patches, despite running off-the-shelf operating systems and commercial third-party software. Manufacturers have cited previous
regulatory approval as a reason not to support software updates
[1], despite the Food and Drug Administration’s clarifications to
the contrary [2].
Medical devices are often in use for decades in clinical settings,
during which time the software they are based on continues to
change. For example, Microsoft Windows has undergone four
major product revisions since the release of Windows XP in 2001,
but new medical devices are shipped with Windows XP as
recently as 2012 [3], and anecdotal evidence suggests many more
are still in use [4]. Microsoft halted support for Windows XP in
early 2014. Even when patches are available, administrators tend
to emphasize functionality and efficacy over security and avoid
applying patches [4] for fear of breaking systems or voiding
warranties.
Without adequate patching, the threat to connected devices
increases with time as more vulnerabilities are discovered. Manufacturers have little incentive to retest devices once they are in the
field [5], and testing is not guaranteed to catch vulnerabilities.
While proactive manufacturers have been steadily improving their
design and maintenance processes for new devices to prevent security holes and permit software patches, healthcare IT practitioners are often left with a mess they cannot effectively maintain.
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Third-party software also poses challenges for manufacturers and
device owners. Devices often ship with commercial or open-source
libraries that are maintained separately from a device’s main code,
often by completely separate teams. Popular libraries that are easy
to use become widespread if they add new capabilities to devices.
For example, the OpenSSL library for encrypting communications,
which is compatible with a range of systems from embedded to
server-class, appears in at least 74 different kinds of devices, each
with different update mechanisms. A 2014 Internet scan for a particularly high-impact vulnerability called Heartbleed found that 56%
of vulnerable devices were embedded systems [6], which are typically more difficult to update than PCs or servers. Modern applications bring together tens of libraries that must all be considered
separate sources of potential security problems.
1.1 State-of-the-Art: NIST NCCOE on Infusion
Pumps. The National Institute of Standards and Technology
(NIST) recently published a medical-device security use case [5]
describing the security risks of a modern medical device, an infusion pump with wireless network connectivity. Network connectivity gives this device a means of adjusting therapy, feeding data
into electronic health records (EHRs), and working with centralized management tools. NIST also pointed out the risk of bad
actors changing infusion rates to harm patients, a potentially dangerous criminal offense. Independent researchers have confirmed
that commercially available devices are vulnerable to such tampering [7]. Malicious hackers may be tempted by a potential foothold into a hospital network [8], a desire to harm specific patients
or other mischievous ends [9].
1.2 New Opportunity: Postmarket Monitoring. The
remainder of this brief summarizes an approach to medical-device
monitoring that can be added to medical devices in postmarket scenarios, i.e., after they are deployed in clinical settings. Monitoring is
a component of security, along with prevention and remediation. In
light of the NIST use case, the example in this brief focuses on monitoring infusion pumps for unauthorized dosage changes.
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Methods

Our system, which draws inspiration from previously published
work [10,11], comprises hardware and software dedicated to
nonintrusive monitoring. We use machine learning to match a
device’s activity patterns to previously observed behaviors. The
monitoring point for device behaviors is the AC power outlet, a
common interface to many medical devices. For many kinds of
plugged-in devices, distinct activities on the device correspond to
distinct patterns of power consumption. In the case of an infusion
pump, the relevant question is whether different infusion rates can
be distinguished by examining power consumption.
We studied three commercially available infusion pumps from
two manufacturers: two large-volume pumps and a low-volume
syringe-type pump. Each runs an off-the-shelf operating system.
Our system flags anomalous behavior by comparing behavioral
samples against a model derived from a training set. For each pump,
we first established a set of training data by recording only the
pump’s normal behavior with our prototype hardware. We used a
proprietary feature-engineering workflow to determine which properties of the collected signals revealed the most about the system’s
aggregate behavior. With a model derived from the training data,
we commenced “live” measurement of the pump to compare behavioral samples to the trained model using the selected features. If a
series of new measurements were sufficiently outside the normal
range with respect to a sufficient number of features, our detectors
automatically deemed the pump’s behavior as anomalous.
We qualified “normal” behavior on the two large-volume
pumps as an infusion rate of 50 ml/hr, and on the syringe-type
pump as an infusion rate of 0.1 ml/hr. Normal depends on the drug
being delivered, the patient, and other clinical decision processes,
but in keeping with the NIST threat model, we focused on
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100 s. The output is the predicted infusion rate, which is a continuous value in contrast to the discrete normal versus abnormal
output of the anomaly detector. The model suggests that infusion
rate is correlated (R2 ¼ 0.82) to the features we measured on the
pump’s AC power traces.
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Interpretation

Our preliminary study demonstrates that commercially
available infusion pumps’ patterns of AC power consumption are
correlated with their infusion rates, suggesting that monitoring
power at fine granularity is a potentially viable approach to
postmarket security maintenance for these medical devices. Postmarket strategies cannot replace coherent patching and update
strategies by manufacturers, but they can help decrease healthcare
IT practitioners’ reliance on manufacturers to provide updates in
lockstep with known vulnerabilities in off-the-shelf components.
Fig. 1 A two-feature classifier identifies abnormal infusion
rates (red points outside boundary) on an off-the-shelf infusion
pump

scenarios in which an adversary would be able to change a low
infusion rate to an inappropriately high infusion rate. We qualified
an “abnormal” rate on the large-volume pumps as 999 ml/hr, the
maximum configurable, and on the syringe-type pump as its maximum 20 ml/hr for a simulated morphine sulfate 5 ml/hr syringe.
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Results

Over all the infusion pumps we tested, our tools automatically
generated models that discriminated among the various infusion
rates with low rates of false positives (1.0% and lower) and false
negatives (close to 0.0%).
Figure 1 is a visualization of an infusion pump anomaly detection model (a one-class support vector machine with two features)
that our prototype toolchain produced. The X- and Y-axes plot the
two features used by this model of a high-volume infusion pump.
Each dot represents one measurement of the pump’s power consumption over 100 s, with respect to two features we used to build
the model. Normal data collected from the pump at a 50 ml/hr
delivery rate (white dots) were used as training data. Next, we
evaluated the model with new measurements of normal 50 ml/hr
infusion rates (green dots), which fall inside the red boundary,
indicating no anomaly. Finally, we evaluated the model on new
measurements that simulated abnormal (attack) activity at a
999 ml/hr rate. These dots fall outside the red boundary, indicating
an anomaly. Our error rate on the training data was 1.0%, with
0.0% error for normal test data (false positives) and 0.0% error on
abnormal test data (false negatives). The trade-off between false
negatives and false positives is configurable in the model. For a
second high-volume pump with a similar training and testing regimen, the error on our training data was 0.1% (false positives), and
error on the test data was 0.0% (false negatives).
In addition to anomaly detection, we also built a regression
model to predict the infusion rate using only features measured
from the AC power line; the plot is omitted for space. The input
to this model is the X-axis feature from Fig. 1, measured over
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